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ISO/IEC 27005 Lead Risk Manager 

 

- Course Overview: 

The ISO/IEC 27005 Lead Risk Manager training course enables participants to acquire the necessary 

competencies to assist organization in establishing, managing, and improving an information security 

risk management program based on the guidelines of ISO/IEC 27005. Apart from introducing the 

activities required for establishing an information security risk management program, the training 

course also elaborates on the best methods and practices related to information security risk 

management. 

Duration: 5 Days 

Exam: ISO27005 Lead Risk Manager 

 

- Target Audience: 

• Managers or consultants involved in or responsible for information security in an 

organization 

• Individuals responsible for managing information security risks 

• Members of information security teams, IT professionals, and privacy officers 

• Individuals responsible for maintaining conformity with the information security 

requirements of ISO/IEC 27001 in an organization 

• Project managers, consultants, or expert advisers seeking to master the management of 

information security risks 

 

 



 

 TEL: +971 4 246 2843 
Office 3832, 38th Fl. 

The One Tower 
 Sheikh Zayed Road 

Barsha Heights 
 Dubai - UAE 

 

www.weyai.org 

- Course Objective: 

By successfully completing this training course, you will be able to: 

• Comprehend risk management concepts and principles established by ISO/IEC 27005 and ISO 

31000 

• Establish, maintain, and continually improve an information security risk management 

framework based on the guidelines of ISO/IEC 27005  

• Apply the information security risk management processes in accordance with the guidelines of 

ISO/IEC 27005  

• Plan and establish risk communication and consultation activities 

• Monitor, review, and improve the risk management framework and process based on the 

outcomes of risk management activities 

- Course Content: 

Educational approach 

• The training course provides best practices of risk management that will help participants 

prepare for real-life situations. 

• The training course contains essay-type exercises (some of which are based on a case study) and 

multiple-choice quizzes (some of which are scenario-based).  

• Participants are encouraged to communicate and discuss with each other when completing 

stand-alone and scenario-based quizzes and exercises. 

• The structure of the quizzes is similar to the certification exam. 

Agenda: 

Day 1: Introduction to ISO/IEC 27005 and risk management  

Day 2: Risk identification, evaluation, and treatment based on ISO/IEC 27005 
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Day 3: Information security risk acceptance, communication, consultation, monitoring, and 

review 

Day 4: Risk assessment methods  

Day 5: Certification exam 

 

 


